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Evaluation. Excerpt: . . . were also required to provide a justification indicating why the requested number of
external access points was necessary to support their missions. Develop and implement plans to consolidate
external connections. OMB required agencies to develop and submit initial plans for consolidating their
external connections to DHS by January 8, 2008. In addition, agencies were required to update their plans in
April 2008. Access provider agencies were required to provide updated plans to DHS in October 2008, and all
agencies were required to provide updated plans to DHS in September 2009. When it announced the initiative in
November 2007, OMB required that agencies initial plans have a target completion date of June 2008 for
reducing and consolidating their external connections. OMB later revised its target deadline for implementation
of TIC across the federal government to December 2009. Implement security capabilities. To ensure that each
TIC access point 18 would be secure, OMB required agencies that planned to be an access provider to evaluate
their ability to meet 74 security capabilities and to report this information to DHS by April 2008. The 74 security
capabilities include technical capabilities, such as encryption of Internet traffic and the use of firewalls;
capabilities related to availability, such as the presence of an uninterrupted power source; physical access
controls; and capabilities that describe how an access provider maintains an acceptable level of service. Of the
74 capabilities, 51 are designated as critical, 14 are designated as important, and 9 are categorized as desired.
Of the 51 critical capabilities, 40 are required for both single service and multi-service access providers. The 11
capabilities...
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